1
22
Data encryption security engine VDcrypt v3.6 documentation


__________________________________

                                                                                       User’s manual   


                      Disk protected system

                                       VDcrypt v3.6  

Issue Date: August 5, 2017
(2017 MPsoft. All rights reserved.

Windows(, Windows XP(, Windows Vista, Windows 7, Windows 8 and Windows 10 are all registrated trade marks of Microsoft Corporation.

Table of contents
1.  Introduction                                                                               5

1.1.  Disk protected system VDcrypt basic description  ..................................................
5

1.2.  Supported data storage media  .................................................................................
6

1.3.  System requirements  ...............................................................................................
7

1.4.  Safety policies for administration and operation .....................................................
7

1.5.  Installation and start of the VDcrypt product  ..........................................................
8

1.6.  Deinstallation of the VDcrypt product  ....................................................................
12

1.7.  VDcrypt product operation .......................................................................................
15

1.7.1. Ensuring the VDcrypt product operation  ...............................................................
20

1.7.2. VDcrypt product features triggered from the context menu ...................................
20

2.  VDcrypt user functions                                            
         22

2.1.  Commonly used functions .......................................................................................
22

2.2.  Disk volume manual mounting to container ...........................................................
22

2.3.  Disk volume dismounting from container ...............................................................
27

2.4.  Authentication to mounted container disk volume ..................................................
27

2.5.  Mounted container disk volume deauthentication  ..................................................
29

2.6.  Dismounting of all disk volumes from containers  ..................................................
29

2.7.  Deauthentication of all mounted containers disk volumes ......................................
31

2.8.  Files encryption ........................................................................................................
32

2.9.  Mounting of disk volume on a removable medium .................................................
35

2.10.  Mounted disk volumes information  ......................................................................
37

3.  VDcrypt administrator functions                                     
41

3.1.  Special privileged functions  ....................................................................................
41

3.2.  New disk container creation .....................................................................................
42

3.3.  Administration of the disk protected system VDcrypt  ............................................
47

3.3.1.  Audit – event journal entry  ..................................................................................
47

3.3.2.  Action options after container mounting  .............................................................
49

3.3.3.  Encrypted container key management   ...............................................................
51

3.3.4.  Settings  ................................................................................................................
52

3.3.5.  Automatic disk mounting properties setting  ........................................................
52

4.  VDcrypt system description from a security point of view   54

4.1.  Principle of protection  ............................................................................................
54

4.2.  Differences in work under various operating systems  ...........................................    55

4.3.  Security precautions  ...............................................................................................
55

4.4.  Warning about the type of dismounting and deauthentication of disk volumes  .....
56

5.  Conclusion                                                                                     58

__________________________________

1. Introduction
1.1  Disk protected system VDcrypt basic description
   It is a system of data protection stored on memory media designed for files storage, or in devices with file system that is made accessible after their mounting (connecting) to the Windows OS. The protection is conducted by encryption. The encryption is being conducted completly transparently on-the-fly. Encryption is conducted on data stored by the file system into container files, which are mounted as virtual disk volumes. It is an analogue to a dynamic host disk space division into disk partitions. The access to virtual disks that are being created by this process is granted only to authorized persons after successful authentication (logon) and insertion of the valid encryption key, which is located either on chip-card, USB token or in basic version of the VDcrypt in an encrypted form in masterboot record of the encrypted container. The disk container manifests itself as an encrypted file, which is freely relocatable and can be stored anywhere in the directory structure of  a given memory medium.
   Brief description of the VDcrypt v3.6 system features for Windows XP up to Windows 10 operating systems group with the x86 and x64 processor architecture:
· Program accessories of VDcrypt system is designed for all 32 and 64-bit operating systems of the NT family (New Technology), such as Windows XP, Windows Server 2003 up to Windows 10 for 64 bit processor architecture.

· It secures dynamic creation and online encryption of mounted virtual disks without the neccesity to create disk partions using the disk manager,

· Division of disks is being done virtually and dynamically using the container files mounting process and new disk devices creation process,

· Virtual disks are allowed to be mounted or dismounted „On-the-fly“, i. e. during the full OS operational status without the neccesity to reboot,

· The number of mounted virtual disk devices and their individual capacity is limited only by particular system resources,

· Completly wholesome virtual disks are being encrypted including their system partitions,

· Encrypted disks are made accessible only after successful authentication,

· Encrypting with strong encryption algorithm SEA-64A, or AES256  with keeping the encryption key elsewhere than in particular PC with installed USBprot will provide high degree of disk container stored data protection,

· Encryption is being done online by the encrypted disks driver integrated into OS kernel,

· The encryption system uses the SEA-64A or AES256 algorithms with 256-bit key done in software,

· The system is FAT and NTFS virtual disks file systems compliant, the host file system in which the container file is stored can be virtually any type that particular Win OS uses,

· 100 percent file system compatibility with the file system used by that particular Windows OS is provided,

· To an unathorized user the encrypted disk is visible only as a mere encrypted file, which after mounting represents the encrypted section of the memory medium with new disk volume,

· The VDcrypt system controls are provided via an icon in the systray,

· Executed events and activities within VDcrypt software are being logged into Security audit event log,

· The system has a full compatibility with key management provided by software KRYPTOSERVIS for Central Security Authority (CSA)  - in case that high degree of data protection necessity arises.
   The main encryption key for both SEA-64A and also for AES encryption algorithms is 256-bit. The access passwords for users authentication with USB token or XICOR chipcard have maximum length of 8 characters. The length is given by compatibility with memory chipcards XICOR series X76F641. PIN codes with length from 4 up to 8 digits can be used instead of passwords. Executing VDcrypt system in regime without the use of authentication items, the access password, which strength is practically unlimited (max. 256 characters), is used to access the encrypted disk volume.
   The entire security of the VDcrypt system is built within the Windows kernel. The most important and the lowest layer is the disk driver for virtual disk devices support. It executes  disk management (mounting, dismounting, authentication and deauthentication) and encryption plus another supported functions.  It also writes and reads into and from disk container file.  System coherently builds the compatibility using this driver with the layered IO system of Windows NT family OS kernel. 

   Any given free drive letter can be used for naming disk volume mounted to the particular container.

1.2.  Supported data storage media
   In general VDcrypt supports all kinds of storage spaces on memory media, where it is possible to work with files under Windows operating system. 

Requirements for the supported memory media:

1. Possibility of access via file system of Windows operating system,

2. Possibility of file creation, which will be the VDcrypt's container file,

3. Possibility for realizing the OS function for opening such file for reading or writing,

4. Possibility for reading from the opened container file,

5. Possibility for writing into the opened container file,

6. Possibility for closing the container file after VDcrypt's kernel operations finish.

   These requirements are met practically by all media used for work with files under Windows OS. The exception are CD/DVD/BD optical discs. VDcrypt only reads from these media and the mounted disk volume is thus R/O - Read Only.
   Memory media working under Windows OS file system are devided according to characteristcs into:
1. Fixed media  (FIXED) – classic hard disk drives, SSD disks, external USB HDDs,
2. Removable media (REMOVABLE) – USB flesh drives, memory cards, cell phones memory cards,

3. Read only media R/O (READ ONLY) – CD/DVD, BD (BLUE RAY) optical discs,

4. Remote media  (REMOTE) – network computers and their folders or disks accessible via network sharing 
   The VDcrypt system supports all sorts of these data storage media. It is possible to create brand new disk container files on these memory media, or copy disk container files created somewhere else on them. It is required to burn the created disk containers onto the CD/DVD/BD optical discs. It is only possible to read from such disk volumes mounted from these types of memory media. Thus it is possible to create encrypted archives in this manner. First the container is created on the hard disk drive, then it is mounted as a disk volume, the desired data files are copied onto it, then it is dismounted and only then is the container file burnt onto optical disc. VDcrypt then mounts it as a R/O disk volume (Read-only). 

1.3.  System requirements 
   The following minimal configuration is recommended for the installation of VDcrypt:

· CPU Intel Pentium and compatible with the x86 or x64 architecture,

· At least 1 GB RAM for x86 architecture and 2 GB RAM for x64 architecture,

· At least 100 MB free hard drive space,

· Operating system NT compatible, such as Windows XP up to Windows 10 with x86 or  x64 architecture,

· CD-ROM drive for the installation from CD-ROM disc or USB port for the installation from USB medium.

1.4.  Safety policies for administration and operation
   Because VDcrypt is the data protection encryption engine, certain safety policies have to be applied during its administration and operation. The application process of the VDcrypt engine operates with kernel that is created by drivers that operate in the kernel regime of the operating system. This kernel is also a component of the certified products versions with similiar functionality than VDcrypt and it passed the certification process to the security classification level "Reserved" (1. degree) and also passed the certification process laboratory tests.

   VDcrypt uses the process of authentication during the disk volumes mounting to containers, which reults, if successful in obtaining of the main encryption key for the on-the-fly encryption/decryption process of the container contents. The Authentication process operates in one of two possible regimes:
1. Two-factor authentication -  using the authentication item in the form of USB GNT token or chipcard,

2. Single-factor authentication - using the authentication password.
   The Authentication regime is selected in the VDcrypt product administration. The authentication using the authentication password is set as default.
   Certified products versions use unambiguous setting for two-factor authentication with the use of USB GNT token. Only the administartor can perform the administrative settings in the certified versions and it is given by the settings of the operating system. The user has contrary to the administrator only limited set of VDcrypt functions at his disposal.
   In case that the classic version of VDcrypt is used, it is recommended, besides the use of multi-factor authentication with the authentication item (GNT USB token), also the securing of the operating system to prevent the user from using the administrative functions and leave them to system administrator. This will happen by preventing the possibility of user rights and privileges elevation in the primary user account in such manner, that the administrator creates secondary user account and make the primary user account inaccessible for the user by changing the password. It is of foremost importance that at least one administrator account in the system remained unbanned, but just inaccessible for the user. Then the user rights and privileges elevation is allowed only after the authentication password insertion for the administrator to perform changes in the operating system. It is a common modus operandi for security settings deployment of the data protection encryption engine. The described measure is implementation of just one point of all security settings. In the certified versions of data protection encryption engine used in the state sector it is necessary to deploy the full version of the operating system security settings.

   If the classic version of VDcrypt is used, the user can pose also as administrator and after the access rights and system privileges elevation can also perform the VDcrypt engine administration and create new container files. Also for achieving the higher level of security in the classic version of VDcrypt the usage of USB GNT token as an authentication item is recommended. But in that case the administrator has to have Central Security Authority (CSA) established at his disposal, where he can generate encryption keys for disk containers of individual clients and save them into tokens. A set of encryption keys can be stored in the token, from which the administrator always uses a different key for each container during the creation of disk containers. Thus, the user is assigned the token key number to each container that the user uses in the authentication process during mounting or in the authentication process itself. For common use in the civil sector, password authentication is sufficient in most cases. But the level of security classification of stored information is only within the "sensitive information" class.
1.5.  Installation and start of the VDcrypt product
                                          [image: image1.png]=

VDCSETUP.
Disk protected system
Salutis systems





Figure 1: Installation archive icon for installing Disk protected system
   Installation is being conducted simply by running the Vdcsetup.exe installation file. The installation program icon is depicted in Figure 1. After executing the aforementioned file it is automatically determined if the installation, upgrade or deinstallation is due to proceed. The installer determines desired action by possible previous installation installment revision. After the installation archive start and after possible elevation of rights the dialogue window in Figure 2 will be displayed.
   The displayed version number is comprised from three numbers seperated by dots. The first number represents product main application build number. The second number represents  system components build number and finally the third number represents the main kernel disk devices support driver build number.
   If the installer determines that the build number of some of the existing previously installed components set is lower than in new installation archive, than it except the uninstallation offers also the upgrade of the whole VDcrypt system.
   Two versions of the Vdcsetup.exe file are delivered. One is for the operating systems with 32-bit processor architecture and the second for the 64-bit architecture. The installation archive can auto-detect if it was executed in the correct architecture enviroment. 
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Figure 2: Main VDcrypt installer v3.6 dialogue window for inserting the product key for the first installation.
   The installation of the VDcrypt product can be successfully conducted only in the administrator rights level account. The installer archive executable “Vdcsetup.exe” determines the account rights level right after start, the reason for it is that operating systems higher than Windows XP do not have the “Administrator” account commonly accessible and the standard user accounts have the installation process rights restricted. In the case of executing the installer as “Run as administrator”, the installer starts without warning and immediately. If it is the primary user account created during the installation of the operating system and the installation program is being run by the classic double-clicking on its icon, then the installer program requires the rights elevation using the UAC - User Account Control system and the window depicted in Figure 3 is shown. If it is the secondary user account created later than the another account, the executing rights are even more restricted, thus the administrator password is required for the start of the installation,  as depicted in Figure 4.
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Figure 3: UAC – User Account Control requires the primary user rights elevation to the administrator level rights – VDcrypt installation start administrator. Clicking the “Yes” button is sufficient.
   It is necessary to correctly insert the product key during the installation process. The installer aborts the installation after three unsuccessful attempts.  The dialogue window for the product key insertion is depicted in Figure 2 just overlaying the main installer window.
   The product key is composed by five character signature groups of five characters, each of which contains combinations of capital letters and digits. It is inserted into five edit box fields in the dialogue. It is possible to insert it character after character, when the cursor automatically moves to the next field after filling in one field. In case of incorrect input, it is possible to correct it with a classic edit. But entering the product key in this release version also allows you to insert the entire complete key from the clipboard, which is much more convenient and faster. First, the key in the text form (as it is supplied with dashes) is highlighted (without a serial number) and then saved in the clipboard with the CTR + C shortcut key.  Then, by clicking on the key insertion dialogue, it focuses, and with the CTL+V shortcut inserts the key into the fields. It does not matter, in which edit field is the cursor currently located. In case of error, either by inserting the whole wrong product key or making a mistake by inserting character after character, it is possible to erase the edit fields by pressing the "ESC" button and insert the key again.
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Figure 4: UAC – the access requirement for the secondary user as the system administrator
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Figure 5: VDcrypt v3.6 installer dialogue displaying the notice of ongoing installation of the product and its components
After inserting the product key and accepting by pressing the "OK" button, the product installation will commence. The installation progress dialogue is depicted in Figure 5.

The installation conduct is fully automatic and very quick without the necessity of further user interaction. Before the installation process finishes, the user-administrator is promted to perform the system reboot as depicted in Figure 6. If the VDcrypt is installed from the removable medium, such as USB flash drive or CD/DVD disc, this medium has to be still present in the USB slot or in CD/DVD drive during the system reboot, because otherwise the installation of system modules would not be completed properly and the entire installation would be uncompleted as well. This would appear when the user account starts when also the VDcrypt shell starts. The installation medium can be removed from the computer only before the log in to the user accounts. Of course this does not apply for the installation from hard disk drive. During the installation just before the system reboot, a disk protected system icon appears on the desktop. The VDcrypt shell is started after the system reboot, which is then confirmed by disk icon in the systray.
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Figure 6: Installer v3.6 dialogue window after successful installation promting operating system restart for completing the installation process
1.6.  Deinstallation of the VDcrypt product
   In case that previous version installment is already present the options for deinstallation or upgrade to higher version are automatically offered as it was already mentioned in the description of philosophy of individual VDcrypt system components build versions enumeration. The deinstallation window is depicted in Figure 7. Deinstallation can also be selected from menu „All apps->System of encrypted volumes on virtual disks ->Uninstall“.

   The VDcrypt deinstallation as well as the installation requires the administrator access rights and privileges. Because of that, the elevation of rights might be still required at its beginning as depicted in Figure 3 or Figure 4.

   Before the start of VDcrypt product deinstallation it is necessary to terminate all Salutis applications currently running in order for the deinstall process to successfully commence. Otherwise, the dialogue depicted in Figure 8 with the notice of necessity to terminate all currently running Salutis applications will be displayed and the deinstallation process will not continue. Just before the very process of deinstallation begins it is necessary to accept the installation removal notice depicted in Figure 9. The VDcrypt product components deinstallation progress is depicted in Figure 10. The process of deinstallation itself is commenced by pressing the "Continue" button in the main deinstaller window.
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Figure 7: Main installer v3.6 dialogue window for the VDcrypt system deinstallation
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Figure 8: Warning dialogue before the VDcrypt system deinstallation if some application that uses the sharing of common vendor’s modules is still running
   Same as with installation or upgrade also after deinstallation it is unconditionally necessary to restart the operating system. A promt to restarting is depicted in Figure 11.
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Figure 9: VDcrypt v3.6 deinstaller dialogue with warning notice and confirmation for the installation removal
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Figure 10: VDcrypt v3.6 deinstaller dialogue with the notice of ongoing installation of the product and its components
   In case of deinstallation, restarting secures the cancellation of the file locking of VDcrypt.exe executable, which represents the shell of the protected system, as well as with the eradicated system files.
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Figure 11: Dialogue window after successful deinstallation promting operating system restart
1.7.  VDcrypt product operation
   The product installation adds main VDcrypt system icon on the desktop as depicted in Figure 12. The VDcrypt icon group in the Programs menu list is depicted in Figure 13.
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Figure 12: Main VDcrypt system icon on the desktop with an overlay help bubble displayed
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Figure 13: Item icons in expanded menu in VDcrypt program list with possible start and deinstall of the product
   After OS restart following the successful installation the blue disk device icon appears in the systray. The green LED on the icon signals the VDcrypt system shell readiness. Clicking with the right mouse button on this icon will display the disk protected system controls context menu. 
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Figure 14: The differences between controls context menus in the administrator regime, in the built-in „Administrator“ account (on the left ) and ordinary user regime (on the right) without the administrator rights.

   The lineup of this menu is different for the built-in system administrator and for other users without the administration rights respectively, as depicted in Figure 14. The user without the system administration rights has all the menu items accessible, except the „Administration“ item, „Create new disk container“ and „Exit VDcrypt shell“ items. The additionally added account built-in administrator, which is not commonly recommended, has a full menu with all VDcrypt functions items at his disposal.

   Functions  „Administration“, „Exit VDcrypt shell“ and „Create new disk container“ are accessible only for the user that has the system administrator access rights, obtained either by logon in the „Administrator“ account or after access rights and system privileges elevation. Quiting the program in the ordinary user regime is not desirable, because by exiting the shell some of the protective measures that prevent the user without the administrative rights to perform certain operations, will cease to operate. Disk containers for the common users can be created only by the administrator. Double-clicking on the VDcrypt icon in the systray will display the window with mounted disk volumes, in case they exist, as depicted in Figure 17, or in other case the warning notice that no disk is mounted will be displayed consequently the infobox window with VDcrypt program version description will be displayed.

   Left clicking in the menu of this window with mounted disks will bring up the infobox with the VDcrypt program version description. Figure 15 depicts the displayed infobox window with current version, copyright and build number.
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Figure 15: Window with VDcrypt program version, copyright and build version  number
   The disk icon type in systray signals the VDcrypt shell readiness status (red LED on the icon – not ready during the shell start, green LED - ready), mounted disks authentication status, possible error status (red icon – individual software layer integrity check error).  Right after system startup the icon signal status is red, which signals either VDcrypt kernel or its shell is not ready. After relevant drivers are deployed the icon signal status turns green, which signals that VDcrypt shell is ready.
   In the regime with administrator level rights it is possible for the administrator to exit and run the shell again at any given time. However the VDcrypt kernel keeps functioning even after the shell is exited. Thus it is possible to keep working with already mounted and authenticated volumes. The VDcrypt shell is run automatically after OS user account startup or after exiting the shell by administrator and then starting it again by double-clicking on the desktop shortcut icon, which is depicted in Figure 13 and also Figure 16.
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Figure 16: VDcrypt desktop icon, which serves as a shortcut for VDcrypt system shell executable file VDcrypt.exe
   Double-clicking on the desktop shortcut icon, while the VDcrypt shell is already running will bring up the context menu almost identical with context menu brought up by righ-clicking on the VDcrypt icon in the systray as is depicted in Figure 18. It is the user menu with the option to exit the VDcrypt shell, by selecting menu item „Exit VDcrypt shell“. The user is then allowed to start the shell as administartor by selecting  „Run as administrator“ option as is depitcted in Figure 19. The shell executed in this manner with the elevated rights for the administrative tasks has the green disk icon in the systray as depicted in Figures 20 and 21.

   VDcrypt shell executed in this manner allows to perform the administration tasks such as new disk container creation or VDcrypt system administration by clicking on the icon in systray in the elevated administrator account. 

  Figure 20 depicts the option to select and start the VDcrypt system administration and Figure 21 depicts the option to select and start the new VDcrypt system disk container creation.
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Figure 17: VDcrypt mounted disk volumes window, which is displayed after clicking on the VDcrypt icon in the systray, in case they exist
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Figure 18:  Double-clicking the VDcrypt shell shortcut icon on the windows desktop will display contex menu, provided the shell is currently running. The user context menu is depicted with the "Exit VDcryptt shell" menu option highlighted.
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Figure 19:  After exiting the VDcrypt shell by the user is that particular user allowed to run the shell as administrator for executing the administrative actions, provided that rights elevation was approved in similiar window as depicted in Figure 3 or Figure 4.
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Figure 20:  Context menu after running by user in „Run as administrator“ regime with the "Administration"  menu item selection. The green disk icon for the user with elevated rights is visible in the systray.
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Figure 21:  Context menu after running by user in „Run as administrator“ regime with "Create new disk container"  menu item selection for new disk container creation. The green disk icon for the user with elevated rights is visible in the systray.
1.7.1.  Ensuring the VDcrypt product operation
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Figure 22: Disk information fragment which shows, that user „Second User“ does not have the access to disk volume of other user  „TEST_ON_...“, who left it mounted
   During the VDcrypt shell active running in the described elevated regime is the autodetection of the removable medium, for instance USB flash drive, insertion blocked to prevent the mounting of another disk container as disk volume. The reason for it is that VDcrypt shell is running with other security atributes and the container mounted in such manner would later become undismountable. By no other means than fully rebooting the OS. Basicaly it is the protection to prevent such situation occuring. VDcrypt has, similiarly as the product for the USB flash drives protection, the autodetection of the removable media insertion turned on by default.
   Every single user is allowed to see and have access only to his disk volumes, however in disk info the disk volumes of other users are visible if they are mounted and flagged as inaccessible, e. g. after signing-in to other user account and letting the non-dismounted disk in original accessible account. It is an important security feature, which is not included in some products designed for on-the-fly disk encryption. For instance the USB flash drives with hardware encryption, that are commonly supplied into retail.

   The user is also allowed to dismount his mounted disk volumes only. Also in the case of selecting „Dismount all disk volumes“, the VDcrypt system dismounts only his disk volumes. As depicted in Figure 22 the disk volume must be dismounted by user „TEST_ON...“ only after signing-in and gaining access into his account.

   It is one of the main security features of VDcrypt. It is formostly important during connecting to computer using the remote desktop enviroment. It is then impossible for the remote user to see the on-the-fly encrypted disks, which are actively mounted in this particular computer. Also from the point of view of various malware and other potentional harmful software and possible hidden user accoutns created by it is the access safety to files on ecrypted disk volumes on considerably higher security level.

1.7.2.  VDcrypt product features triggered from the context menu
The context menu for the built-in administrator and classical user is depicted in Figure 14. The individual context menu items have the following meaning:

· Create new disk container – with the help of this function the administrator creates new disk container in the form of encrypted file, which will be accessible for the authorized user with the corresponding encryption key, asigned to him by the administrator either in the GNT USB token or chipcard. The user will then mount the contair file as disk volume and authenticate to it (during the mounting process the authentication is conducted automatically). Or in other case, the use of password for volume mounting with authentication can be set in the administration settings. This function can be executed only by administrator either in accessible built-in account or as an elevated user.
· Exit VDcrypt shell – it serves the administrator to exit the VDcrypt shell. However the kernel remains operational. This function is used for reinstallation or upgrade of VDcrypt system but mainly when the necessity to consequently run VDcrypt shell in the elevated regime arises (green disk icon in the systray). This function can be executed only by administrator either in accessible built-in account or as an elevated user.
· Mount disk volume – this function mounts already existing disk container as a disk volume to file system concurrently with user authentication to mounted container.
· Dismount disk volume – this function dismounts mounted authenticated or deauthenticated disk volume from disk container.
· Logon (Authentication) – function for user logon/authentication to existing mounted container. Only user whose key corresponds to an encrypted disk container or uses the correct password can perform logon. (In case that multifactoral authentication is not used).

· Logout (Deauthentication) – function for user logout from mounted and also authenticated disk. It is intended mainly for containers located on the hard disk drive, specifically with the automount function for default container, which is already mounted in the system booting phase and it is made accessible by additional authentication.

· Dismount all disks volumes – function that dismounts all currently mounted authenticated or nonauthenticated disk volumes from disk containers.

· Logout all disks volumes – function for users logout from all mounted disks including also the disk volume mounted by the automount function.

· Files encrypt – function for encryption/decryption of the individual files. It is useful in case of copying files from encrypted volume to other noncrypted disk volume.

· Mount disk volume on removable medium – function for manual execution of preselected container autodetection, also with selection of another containers located on the removable medium, USB flash drive for instance, it is preciesly the same function that is run automatically (autodetect) after inserting the removable medium into USB slot (USB drive or memory card insertion). This function is similiar as in product designed for data protection on USB removable drives and is set as inactive in VDcrypt in case that both these products are concurrently installed.
· Administration – VDcrypt system administration functions. These include protected system audit functions and system options and settings functions. These functions can be executed only by administrator either in accessible built-in account or as an elevated user.
· Disk info – Mounted disks and containers information overview.
· Close menu – closing the contex menu in the case when it is not possible to close it by any other way, e. g. clicking elsewhere on the desktop.
__________________________________

2. VDcrypt user functions
2.1. Commonly used functions
   These functions are accessible from the context menu that rolls out by clicking on the disk icon in the systray. Menu with commonly used funtions for classical user is depicted in Figure 23.
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Figure 23: Context menu with commonly used functions for VDcrypt’s classical user.
2.2. Disk volume manual mounting to container
   Disk volumes mounting function assumes that the administrator creates the container file. The context menu item „Mount disk volume” serves for the manual mounting of disk volume to container.  It serves for the creation of new virtual disk designated by the drive letter name. This disk is mounted to selected encrypted container. The process requires successful authentication (logon) to container. Selection of the aforementioned menu item will display logon dialogue depicted in Figure 25.
   The first step after this dialogue is displayed is selection of the existing file, which represents the encrypted container. The container files have the “.DCO” suffix, which is the abbreviation from “Disk container”. The icon associated with this file type is depicted in Figure 24. As default the path is set to protected container in the operating system.
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Figure 24: The icon associated with the „.dco“ files. DISK1.DCO is an encrypted file of disk container, which after user’s successful authentication and mounting to container, represents the disk volume.
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Figure 25: Dialogue for mounting the container as disk volume. It is possible to browse disk drives or other available media for any given existing container file. The disk characteristic is changed automatically to "Removable" after finding the container on the USB flash drive or memory card. Otherwise, if it is a fixed medium the default characteristic remains.
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Figure 26: "Open file" dialogue for searching and opening of the disk container file for mounting to disk volume.
   The user chooses in the first combo box of the dialogue depicted in Figure 25 either mounting of the default system protected container, which was already prepared by the administrator as automatically mountable, meaning that the user just authenticate to it, or other container, which he can browse for with the help of the “Open file” dialogue depicted in Figure 26 in corresponding location on the host medium.

   The path with the container’s name is inserted into editbox manually from keyboard or by using the “Browse” button that serves for existing container searching or possibly for setting the path and name from keyboard. After that it is possible to set the disk characteristic manually as depicted in Figure 27. This means that mounted virtual disk will behave either as fixed or removable medium. However, in case that nothing is changed, the characteristic is inhereted and set automatically according the characteristic of the host medium.

The mounted container can be located on these types of host media:

5. Fixed media  (FIXED) – classic hard disk drives, SSD disks, external USB HDDs,
6. Removable media (REMOVABLE) – USB flesh drives, memory cards, cell phones memory cards,

7. Read only media R/O (READ ONLY) – CD/DVD, BD (BLUE RAY) optical discs,

8. Remote media  (REMOTE) – network computers and their folders or disks accessible via network sharing 

   The first free drive letter in the system will automatically appear in the combox for selecting the drive letter of new mounted disk. After clicking on the arrow in the combox the list of another free drives in system will roll out and it is also possible to manually select from these free drive letters as depicted in Figure 28. 
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Figure 27: Dialogue for mounting container as disk volume with the container file selection and a rolled-out combo box for the mounted disk volume characteristic selection. 
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Figure 28: Dialogue for mounting container as disk volume with the container file selection and a rolled-out combo box for manual drive letter seletion of the mounted disk volume.
   Then you proceed with pressing the “OK” button, after which the dialogue for inserting the main encryption key or just the password, according the current setting in the administration settings for the container creation, will appear. It is required to insert password for the USB token or chipcard, from which the encryption key will deploy or password for deriving the decryption key for acquiring the disk volume main enryption key. The key number is inserted in the „key number“ edit field in case that authentication item is used. It is depicted in Figure 30.

   After pressing the “OK” button, in the encryption key deployment dialogue, the authentication to selected key medium will proceed and if it is successful the required key will be deployed. If non existing key is inserted then the error message will be displayed. It is depicted in Figure 29.
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Figure 29: The error notice displayed when failing in the main encryption key dialogue during its deployment from  GNT USB token or other medium  (e.g. chipcard)

   It is possible to repeat the authentication attempt, if error during the first attempt occurs. The number of attemts is limited to 3 with GNT USB token, and to 8 with XICOR chipcard respectively. The key medium will block and erase itself after exeeding the maximum allowed attemts. There are possible other rules for other card types supported in future VDcrypt releases, which will be described in this user’s manual addendum. For gaining higher level of security, the administrator chooses the usage of authentication item such as GNT USB token or chipcard already in the phase of encrypted container creation. The administrator can also select another options used by the VDcrypt system during the container creation in the administration menu, that is accessible only to him.
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Figure 30: Dialogue for deployment of the main encryption key from GNT USB token or other authentication item used in case that CSA generated encryption key is being used.
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Figure 31: Dialogue for authentication to disk container by password. The „Next“ button serves for searching  for another  container if it exists.

   The number of attempts is unlimited if the access password is being used, but the delay is gradually introduced into the authentication process if the amout of unsuccessful attemps keeps to pile up, so only few attemts are actually allowed. If the correct password is inserted the authentication proceeds momentarily. Dialogue for access by password is depicted in Figure 31.
   After successful disk volume mounting to container the action that is selectable by the administrator in the administration menu will commence. The default action is displaying the mounted disk volume contents in the explorer, so after few moments the window with the given volume’s root directory will be displayed.
2.3. Disk volume dismounting from container
   For the process of one disk volume dismounting from container serves the „Dismount disk volume” context menu item. Selecting this menu item causes the dismounting of disk volume of virtual encrypted disk from the container and thus the actual termination of the selected virtual disk drive with the corresponding drive letter. The dismounting causes also erasing of its main encryption key inside the system, thus the data in the container woud not be accessible by any means. This process is the so called secure dismounting of the disk volume. If there are data being written to this particular disk in the backround, this must be terminated first and only after all file system buffers and cache related to this disk are wiped, then the deauthentication with following  dismounting can proceed. Thus only when it is allowed by the system. Disk volume dismounting dialogue is depicted in Figure 32.
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Figure 32: The disk volume dismounting dialogue with concurrent deauthentication
   The „Dismount all disk volumes“ context menu item has a similar function, which can be used. In case that more disk volumes are mounted, then all of them will be dismounted, if they are not refferenced to by (and bound by it) any applications.
2.4. Authentication to mounted container disk volume
   The authentication function „Logon“ is available from the USBprot context menu to mounted container disk volume, which is currently not accessible using the disk letter. After selecting this function from the menu the authentication dialogue window will be displayed, as depicted in Figure 33.

   When trying to access the deauthenticated disk, the operating system displays the error notice, e. g.  as depicted in Figure 39.
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Figure 33: Dialogue for authentication to container’s disk volume that is already mounted, but was  deauthenticated. 

   The container disk volume can remain unauthenticated just after using the function for disk volume deauthentication. Targetly used deauthentication is suitable for example for the virtual encrypted disks on the hard disk host media operation, where the classical hard disk drives and also USB external hard drives belong, which do not have the removable media characteristic. The disk letters of mounted but unauthenticated drives will appear in the authentication dialogue’s roll-out menu. During the selection of disk letter, that the user wants to authenticate (logon to it), full path and container name will appear in the upper edit field. This container is currently mounted to disk volume selected in combobox roll-out menu. Clicking on „OK“ button will display the aforementioned dialogue for deploying the main encryption key or inserting the access password. If there are no unauthenticated disks in the system, the roll-out menu will be empty and the function is unavailable.
   After successful authentication of disk volume mounted to container the action that is selectable by the administrator in the administration menu will commence. The default action is displaying the mounted disk volume contents in the explorer, so after few moments the window with the given volume’s root directory will be displayed.
   The authentication process is also usually required if premature unplugging of the USB removable drive from USB slot, or memory card occurs, if the virtual encrypted disk’s host medium is the removable medium. In newer Windows editions the problems with the premature unplugging of USB drive have been taken care of by more advanced file system caching and also the deauthentication process will not commence.
   This is how it appears in Windows 10  after premature unplugging of the USB drive. To continue working with previously authenticated container, it suffices to plug the USB drive back. 

   The authentication process is also necessary in case that so called "Default protected container" is mounted by the operating system boot-up, which is incorporated into the operating system and thus is protected against any tempering by the user including its erasing. It is the system container, created by the administrator as a basic option after selecting the context menu item "Create new disk container". The administrator then selects mounting of such container with the selected virtual encrypted volume drive letter in the administration menu. This volume is then accessible to all users, in contrary to private disks mounted by the users, but it is required to authenticate it after the first boot.
2.5. Mounted container disk volume deauthentication
   The mounted container disk volume is also authenticated and thus made accessible by the successful mounting. The disk volume is deauthenticated, using the function of one disk deauthentication that is run by selecting the menu item "Logout", which makes it inaccessible for the file system. The deauthentication dialogue with the list of drive letters for possible deauthentication is depicted in Figure 34. The selection of particular disk for performing deauthentication is possible after rolling-out the combo box with authenticated disks drive letters offered for the deauthentication.
   The „Logout all disks volumes“ context menu item has a similar function, which can be used. In case that more disk volumes are mounted, then all of them will be dismounted, if they are not refferenced to by (and bound by it) any applications.
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Figure  34: Dialogue for deauthentication of disk volume, which then becomes inaccessible
   Deauthentication is suitable for example for the virtual encrypted disks on the hard disk host media operation, where the classical hard disk drives and also USB external hard drives belong, which do not have the removable media characteristic. Thus the disk remains mounted and its disk drive letter is still reserved in the file system. It is possible to access the virtual disk volume only during the following process of authentication.

2.6. Dismounting of all disk volumes from containers 
   For the process of all disk volumes dismounting from containers serves the „Dismount all  disks volumes” context menu item. Selecting this menu item causes the dismounting of all mounted disk volumes of virtual encrypted disks from containers and thus the actual termination of all virtual disks originally mounted by the VDcrypt system.

   This function dismounts all virtual disks, either authenticated or also deauthenticated. The dismounting of all disks causes also erasing of its main encryption key inside the system, if the disk was authenticated, thus the data in dismounted containers woud not be accessible by any means. This process is the so called secure dismounting of the disks volumes. If there are data being written to particular authenticated disk in process of dismounting in the backround, this must be terminated first and only after all file system buffers and cache related to this disk are wiped, then the deauthentication with following dismounting can proceed. Thus only when it is allowed by the system. Disk volumes dismounting dialogue is depicted in Figure 35.
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Figure 35: Dialogue for dismounting of all mounted disk volumes, authenticated and deauthenticated alike
   Figure 36 displays the notice dialogue after dismounting of all previously mounted virtual disk volumes in the VDcrypt system.
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Figure 36: Notice after dismounting of all mounted disk volumes in the VDcrypt system
2.7. Deauthentication of all mounted containers disk volumes 
   The mounted containers disk volumes are also authenticated and thus made accessible by the successful mounting. The disk volumes are deauthenticated, using the function of all disks deauthentication that is run by selecting the menu item "Logout all disks volumes", which makes them inaccessible for the file system. The deauthentication dialogue with the list of drive letters for possible deauthentication is depicted in Figure 37. The authenticated mounted virtual disk volumes of the VDcrypt system are being automatically searched after start and are consequently deauthenticated. However, they remain mounted and are inaccessible by the system. When trying to access the deauthenticated disk, the operating system displays the error notice as dipicted in Figure 39. Such disk volume will be accessible again after performing the authentication.

                               [image: image37.png]B Vocrypt - logout from container volumes X

Full path and container name

\DosDevices\DADISK.DCO

Logout dive ftter

Valume logout s in progress.
gout i in progr =7 o

=





Figure 37: Dialogue for deauthentication of all authenticated mounted disk volumes
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Figure 38: Notice after deauthentication of all mounted authenticated disk volume in the VDcrypt system
   Figure 38 displays the notice dialogue after deauthentication of all previously authenticated mounted virtual disk volumes in the VDcrypt system.
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Figure 39: Operating system’s notice when trying to open VDcrypt’s mounted deauthenticated disk container
2.8. Files encryption
   It is an additional function run by selecting the menu item „Files encrypt“. Its usage is possible for example during the copying of files from mounted disk volume to other non-crypted disk volume. The on-the-fly decryption is conducted during the classical copying and the copied file is saved in noncrypted form on the other non-crypted disk volume.

   Figure 40 depicts the main dialogue for files encryption and decryption. It is possible to  encrypt the files multiple times (multi encryption), re-encrypt them X number of times, subsequently it is necessary to decrypt them the number of times they were gradually encrypted. When trying to decrypt the file that was not encrypted the error will be reported.
   Passwords for deriving the main master key of the encryption/decryption session of the file are allowed to be chosen in length between one to 300 characters. During the encryption process it is necessary to insert the password twice. If the incorrect password is inserted during the decryption process the file will not be decrypted and the corresponding error will be displayed.   

  [image: image40.png]£ VDerypt - ile encrypt/decrypt

File encrypton

Passward:

Repeat

Progress:

File decryption

Passward:

Start

Cancel




Figure 40: The first three steps before the encryption of the file– inserting the password for the file encryption and pressing the „Start“ button.
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Figure 41: The dialogue for selecting the desired file for encryption after the “Start“ button is clicked. It is possible to encrypt any file. Even the file that was already encrypted once or multiple times.
The file encryption process proceeds as follows:

1. The file encryption password is entered. The password is written to the topmost editbox.  The minimal count of password characters is not checked.  The password’s length can be set between 1 to 300 characters, from the set, that is available from the keyboard. From this password the main encryption key for the encryption of the data (session) key is derived.   
2. To verify the password it must be retyped to the second editbox.
3. After both insertions the „Start“ button is clicked.

4. The dialogue for selecting the desired file for encryption is then displayed.

5. After selecting the desired original source file click the „Open“ button.

The encryption process progress is displayed in Figure 40 and Figure 41.
   The encryption process proceeds and a small window with a successfully executed operation notice will be displayed, or in a case of error occurring during the encryption process the corresponding error will be shown in the window. The final notice windows both with the encryption operation success  but also with the decryption failure is shown in Figure 42.  During the encryption of large files (the limitations are set only by the file system and computer’s free resources) is the encryption or decryption progress indicated by the operation’s progress indicator.  The encryption process takes twice the time of the decryption process. It is due to the fact, that during the encryption on the second pass the source file is securely deleted by so called „wipe“ operation pass, which means that first the file is entirely overwritten by random sequence and only then it is deleted from the file system (it is then only the process of freeing of allocated allocation blocks).
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Figure 42: The final notice of the file encryption operaration’s result.  In the left window  the encryption operation success is reported and in the right window the failure of the decryption operation with the corresponding error code is shown – this particular code means the attemt  to decrypt the file that wasn not encrypted.
   The file decryption process proceeds similiarly to the encryption process. With a difference that the password is entered only once. If the incorrect password is entered the data key decryption in the encrypted file’s header will not proceed correctly, resulting with incorrect decryption of the encrypted segment of the header. If the file that was not encrypted was selected for the decrpyption process it is first detected  that the initialization vector  during the CRC32 check does not correspond with the computed CRC  residue stored after IV. If the file was encrypted more times repeatedly it is neccessary to decrypt it up until the original file’s content is present.
   In case the application is run by the user without the system admistrator rights and he needs to encrypt or decrypt file, that only administrator has ownership rights to, the selected action displays the error notice, as shown in Figure 9 for the action of decrypting the file, which was encrypted by the administror  with admin rights. The error dialogue allows the access rights elevation and the VDcrypt application restart, this time with the administrator’s rights.
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Figure 43: The file decryption process finalisation result notice. The administrator rights elevation and VDcrypt application restart option is offered for proceeding with the decryption process with full privileges. 

             [image: image44.png]o User: TEST_ON_WIN1O [Have administrator rights] - X

File encrypton

Passward:

Start

Repeat

Progress:
File decryption
Passward:

Start

Cancel




Figure 44: Dialogue for the decryption action after elevating to administrator rights, when the file is owned only by the administrator and the ordinary users are not allowed to make modifications in it.
   Figure 44 shows in the dialogue title line that the user has his rights elevated to administrator rights. The decryption process will be successful in this case. The decryption process with the administrator rights finish is depicted in Figure 45.
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Figure 45: The decryption process with the administrator rights finished with success.

   A similiar method is applied also with the encryption of a file with ownership administrator rights. In case of the encryption function usage by ordinary users without administrator privileges for encryption/decryption of files created also by the ordinary users, the latter  described situation does not happen and the elevation is not required.
2.9. Mounting of disk volume on a removable medium
   Disk volume mounting function assumes that the administrator creates the container file on a removable medium, for example the USB flash drive. Commonly is the offer for mounting of disk volume to container on a removable medium displayed already during the insertion of the medium into USB slot, but only in case that the container file actually exists on a given medium.  The context menu item „Mount disk volume on removable medium” serves for the mounting of disk volume to container on a removable medium, already connected into the USB port.  It serves for the creation of new virtual disk designated by the drive letter name. This disk is mounted to selected encrypted container located on a given removable medium. The mounting process requires successful authentication (logon) to container. In case that there is no medium present in the USB slot or there is not any container file located on the medium already connected, the error dialogue depicted in Figure 46 will be displayed.
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Figure 46: The error dialogue when trying to manually request the disk volume mounting on the removable medium in case that container file is unavailable
   The automatic container mounting on a removable medium after the insertion of a medium into the USB slot is run only if it is not disabled in the administration options. The priority has the so called preset container, which is set by the administrator during the container creation. The menu item "Mount disk volume on removable medium" is also used in case of already connected removable medium, which was disconnected but remained in the slot and in order to connect it again it would have to be withdrawned and plugged-in again. When this option is selected the containers are browsed only on removable media.
   The "Mount disk volume on removable medium" menu item is very useful in case that there is already a container mounted to one disk volume on a removable medium and mounting of another existing container to another disk volume is required. Several containers can be mounted to disk volumes at the same time in this manner on the removable medium.
   Selecting the aforementioned menu item will display the same logon dialogue for the password authentication depicted in Figure 31 or for authentication and gaining the container's main encryption key from the USB token depicted in Figure 30.
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Figure 47: The error dialogue displayed during the interruption of the authentication process during the disk volume mounting to container
   In case of the authentication process interruption, for example by pressing the "cancel" button, the interruption warning notice is displayed in both cases and the disk volume will not mount to container. Or it is possible to continue by mounting of another container on the medium (it applies also for other media types) by pressing the "next" button. The aforementioned error dialogue depicted in Figure 47 will appear and another offer for mounting will be displayed momentarily, if another container found on the medium exists. It is possible to browse all existing containers on a medium inserted into the USB slot either manually or by selecting the menu item "Mount disk volume on removable medium" and mount either one of them or consequently mount more using the aforementioned menu item.
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Figure 48:  Browsing dialogue on a removable medium after its insertion into the USB slot and its detection or after selecting the context menu item "Mount disk volume on removable medium".
   The browsing dialogue depicted in Figure 48 may appear after inserting the removable medium into USB slot or after choosing to continue by browsing to another container by pressing the "Next" button. The dialogue displays the process of finding the next container file. Commonly the process of finding runs only in two sub directory levels. The administrator has to keep this in mind when creating the container file on a removable medium or user who copies an already created or used container to a medium into its host file system's directory structure. During browsing of the medium it is possible to browse it as a whole by checking the "Browse whole medium" check box in the browsind dialogue as depicted in Figure 48. Only preset containers are being browsed. The preset mark is being set during the creation of the container optionally and only for the removable media.  

2.10. Mounted disk volumes information
   The „Disk info“ context menu item displays information about disk containers mounted to operating system's file system disk volumes in the „VDcrypt disk info list“ window. This window is dispalyed only in case that at least one disk volume is mounted to container. Otherwise the warning that no disk is mounted will appear as displayed in Figure 49. Window depicted in Figure 50 will show when there is at least one encrypted virtual disk volume present.
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Figure 49: Warning notice dialogue, informing that no disk volume is mounted after selecting the context menu item „Disk info“
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Figure 50: Volumes mounted to disk containers info list window with the option to browse the selected disk volume contents or to display the window with VDcrypt’s mounted disk volumes – three disk volumes are mounted
  It is the fragment of the window with the list of disk information about encrypted virtual volumes „Z:, Y:, X:“ mounted to disk containers „DISK.DCO on the host file system of the hard disk drive represented by volume „E:“, „DISK.DCO“ and „DISK1.DCO“ on the host file system of the USB flash drive that is mounted as disk volume „F:“  in Windows 10 operating system enviroment.
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Figure 51: Bubble pop-up hint of the VDcrypt shell icon showing mounted disk volumes. More detailed list is provided by the disk info list function in „disk info“ context menu
   The bubble pop-up on the VDcrypt systray icon also corresponds with this list as depicted in Figure 51. However, it displays only accessible disks, i. e. disks authenticated for the current user.
   Double-clicking the left mouse button on the VDcrypt icon in the systray section will display the VDcrypt disk volumes window (if they exist), as depicted in figure 52.
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Figure 52: VDcrypt mounted disk volumes window. If the window contains icon with a lock, it represents non-authenticated disk volume. Icons without the lock are authenticated and accessible disk volumes.
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Figure 53: Disk info list  fragment regarding the volumes mounted to disk containers, where the third in row (X:) is deauthenticated 
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Figure 54: In this case only two accessible disk volumes are displayed, because volume  X: is deauthenticated and inaccessible
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Figure 55: Fragment of the window with VDcrypt's mounted disk volumes, from which disk in X: is deauthenticated - the icon with a lock
   Figure 53 depicts the window fragment with the list of disk information about volumes mounted to disk containers, from which the third in a row (X:) is deauthenticated. That is reason why in this case the Figure 54 depicts only two accessible disk volumes in bubble pop-up hint. Volume X: is deauthenticated and thus made inaccessible. Figure 55 depicts the window fragment with VDcrypt's mounted disk volumes, from which the disk in X: is deauthenticated and is represented by the icon with a lock.
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Figure 56: Double-clicking the left mouse button on the disk volume with a lock icon the warning notice about non authenticated disk volume will be displayed
   Double-clicking the accessible authenticated disk icon will run the explorer window with the main directory of that particular disk. Left-clicking on the icon with a lock will display the dialogue depicted in Figure 56 with notice about mounted non authenticated disk volume. Right-clicking the same icon will display context menu with options to explore the disk or list the container and mounted disk volume properties, as shown in Figure 57.
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 Figure 57: Clicking the right mouse button on disk volume icon will display the contex menu with appropriate options
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Figure 58: Selecting menu option „Container properties“ will display this info window
   Figure 58 displays window with the list of information about disk container on USB removable drive and about disk volume mounted to it.
__________________________________

3. VDcrypt administrator functions
3.1. Special privileged functions
   These functions are accessible from the context menu that is created after the elevation of user rights and system privileges, rolled-out by clicking on the green disk icon in the systray. For elevation of the access rights to these described functions it is necessary to restart the VDcrypt shell with the operating system's administrator rights. Elevation of access rights to these functions is described in chapter „1.7. VDcrypt product operation“. Menu with special privileged functions for user in the administrator's role is depicted in Figure 59.
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Figure 59: Context menu with functions for VDcrypt administrator 

   The administrator can create new disk containers using the items of this menu, has the right to terminate VDcrypt shell, can encrypt/decrypt files if necessary, which were created by the user with the administrator's rights and only he has the ownership of the file object - file, can administrate VDcrypt settings while having the disk information at its disposal. Return from this elevated regime is simple. The administrator terminates the shell and by double-clicking the disk protected system's icon on the desktop will start the shell for the ordinary user, which is then signaled by the presence of the blue icon in the system tray. If there are any mounted disk volumes during the admin's termination of the shell, they will be automatically dismounted and only then the shell will terminate itself.
3.2. New disk container creation
   Creation of new disk container is possible by using the context menu item „Create new disk container“. In contrast to previous functions is the new disk container creation and its successful formatting allowed only to administrator with the highes rights and privileges. The new disk container creation dialogue is depicted in Figure 60. The dialogue is comprised from two properties card tabs. The first one serves for inserting the container creation parameters and the second one serves for formatting protocol recording from the formatting console. With formatting method selection using the Windows OS (the first item in combobox “FS Type:” - OS FS with the green icon) the formatting protocol is not created (only notification is displayed), but the information about formatting result is recorded audit. In 64-bit Windows editions, it is allowed to use only „FS Type:” - OS FS“,  so there is only this sole item in the combobox and other selection is unavailable. The container volume file system type is then selected in the operating system’s formatting window, if required (FAT File system), but it is  suggested to leave the default values with the NTFS file system.
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Figure 60: Filled-in new encrypted disk container creation properties tab dialogue just before clicking the „Start“ button
   During the disk container creation, it is very important to keep in mind that disk container is actually a file, which can be located anywhere on the fixed or removable medium, but it can be successfully created only on a medium that is not just read only. The container itself as any other file can be replaced to another location. It is possible to make a copy of it to store it on a DVD or hard disk drive. It is also possible to fixate the disk container in the system as a default container, which is undeletable by the ordinary user without the administrator's rights.
   On the “New container” dialogue card it is necessary to select full path and container name, which creation is required. There are two possibilities. The first one is to select the default container, of course if it still exists, or a file with any given name and location. It is selected in the path and name combo box. If the default container, that can be only one in the system, is not selected, the“Browse..” button will be unblocked, by which it is possible to select the host disk, directory and new container’s name.
   The container file has the „.dco“ system suffix. The container creation method is set in another field. The first option „Sparse“ allows the quick container creation and formatting. It is not recommended to change this default setting. It is required to set the name /label/ of the disk volume in another edit field in the „Label“ group. The encryption algorithm that will be used for the disk encryption can be selected in the „Cipher type“ group list. Both SEA-64A and AES256 algorithms are available in the v3.6 version.
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Figure 61: Dialogue for inserting the main encryption key of the new disk container from GNT USB token
   Other encryption algorithms offered by the third party encryption applications vendors are not suitable security wise.

   The required encrypted disk size in megabytes along with the file system type for working with disk volume is selected in the „Container parameters“ field. The virtual disk is then formatted for this selected type. It is then possible to use more encrypted disks, with various file systems for each disk respectively, in the OS. It is suggested to use the first option „OS FS“ and use file system types offered by Windows OS.  The NTFS file system is preferred. Mainly when the security settings of the operating system are used. Checkbox „default“ serves only for the autodetection on removable media such as USB flash drives. Container created with this option selected will be during the search on removable medium the first in sequence in case that there are more container files located on the host medium.
   Then the free disk volume letter is selected along with the container description. Clicking on the „Start“ button will commence the container creation. First either the deployment of the main encryption key or just inserting the access password is required all according the administrator’s setting in the administration menu. Dialogue of the new password insertion with not using the Token is depicted in Figure 64. In the opposite case the key is deployed from the selected USB medium device. Most commonly GNT USB token. Dialogue for inserting the encryption key of new disk container is depicted in Figure 61. After insertion of the correct token or chipcard authentication password and the required key’s number, the process of mounting of disk volume for the created container will commence with the creation of its structures by formatting. The progress is sinalized by the progress indicator in the lower part of the dialogue with the percentual state of completion. If some of the parameters were not selected, the VDcrypt system will notify about it with an appropriate notice. If the problem was corrected the creation process will continue.
  If the formatting by an external formatting program is selected, which is allowed only in the 32-bit operating systems, after inserting of the encryption key the properties cards of the newly created container will switch to „Format protocol“ dialogue and the format console window with the container formatting progress will be displayed, as depicted in Figure 63 (in Win XP). After the formatting was successful the text from the format console window will be rewritten into format protocol window. Protocols from all formatting sessions commenced with the dialogue for the new encrypted container creation  are rewritten here.
   After successful formatting of the newly created disk container the disk volume of the particular container remains either mounted and prepared for immediate use, because it remains authenticated, or the administrator selects its secure dismounting which is a suggested course of action and also a default setting.
    The automatic dismount action is necessary for the user to evaluate the process of  authentication and mounting before the first container usage. The possibility that the user could copy or create files into the newly created container then dismounted it after a long time, forgetting the password in the process, could arise. This serves as a tutorial for the authentication and mounting process before the final container usage.
   Figure 62 depicts the system dialogue for start of formatting with the „OS FS“ setting,  which is commondly preferred and in 64-bit Windows editions also the only possible option. It is suggested not to change the system assumed formatting parameters, however it is suggested to select the “Quick format” option in the aforementioned dialogue, if the system hasn’t yet done so, as depicted in Windows 10 system format dialogue in Figure 62.
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Figure 62: Disk container system formatting dialogue window – option „OS FS“ in  Windows 10 where the quick format option is set by default.
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Figure 63: Format console window for disk container formatting with a successfully completed container format by the external formatting program in Windows XP.

   It is possible to mount this particular disk container after its dismounting with the successful authentication with the possibility to use other disk letter. So it is allowed to dynamically virtually mount the disk containers to the other disk volumes letters.
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Figure 64: Dialogue for inserting the new encrypted container authentication password  during its creation process in case that the option to use authentication password only is set in the administration. The inserted password strength is displayed by the indicator with the possibility to set only the usage of strong passwords in the administration menu.

   The dialogue for inserting the new password for the encrypted container authentication is depicted in Figure 64. This password will be also used during disk volume mounting to this container.
   The new password can be created and inserted either manually or generated by using the „Generate password“ button.  The password generation options and parameters are set by the administrator in the VDcrypt administration menu.

   The potentional password strength is indicated by the color indicator in the dialogue group „Password strength“. It is possible to set the password generation options as well as the condition to create strong passwords only in the administration menu. The password strength is virtually unlimited as it can comprise up to 256 characters, which is not commonly used.

3.3. Administration of the disk protected system VDcrypt

   The VDcrypt system administration tools are under the „Administration“ menu item. There are five properties dialogue tabs in version v3.6. In the first property dialogue tab are the system audit settings, in the second are action options after container mounting, in the third are keys management and encryption settings, in the fourth are security conditions and password generation settings and finally in the fifth are default system container automatic mounting settings.

3.3.1.  Audit - event journal entry
  Executed tasks audit is built-in into the disk protected system for the purpose of reverse analysis of the engine conduct. All important events are stored in the form of encrypted records (log) into special system protected file. This file is unerasable and unreadable by ordinary user.
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Figure 65: Dialogue window for event journal records listing, settings and test record creating in the administration properties tabs
   The administrator can display the event journal listing into a window (the recorded events list is free to navigate in). It is not allowed to copy and paste any text from this window into windows clipboard, security reasons wise. The administrator is allowed to export the audit records into an open file. The audit management properties tab is depicted in Figure 65. There are three groups in it, namely for the event journal records listing, for settings and for test record writing into the event journal.

Every individual entry is listed in one line. It consists of:
· record entry number,

· date and time of record entry creation  (as well as the execution of event itself),

· name of event, also possibly an error report,

· name of application, which created the record entry,

· name of application source module,

· operation output status or error code in the event the possible error occured,

· name of the user.

   In case of service functions in the entires from kernel modules the name of the user is not listed. The example of event log entry listing is depicted in Figure 66.

   The „Audit“ tab in the administration utilities serves mainly for the security audit event journal recorded events listing display. It is possible to list either all the records or just the last record entries. Except for these functions, there is also the „Settings“ group, where the recorded events filtring, listing and export of event log recorded items and system diagnostics settings can be changed.
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Figure  66: Event journal  listing window. Inside the „View“ menu item is the listing display setting „From beginning“ after finishing the listing into window.
   The VDcrypt system security also depends on the means and reliability of error states detection by the built in diagnostics and tests. In the event of possible error occuring, the diagnostics and tests record and entry into the audit event log and also of course into the error message window for the interactive dialogue with the user.
   The administrator can set up a filter for events records, viewing and exporting, as depicted in Figure 67. Optionally it is possible to record basic events, special events and errors. Three types of events can be chosen in the event journal for viewing and exporting:
· Informations
· Warnings 
· Errors
   The fundamental functions of the VDcrypt system can be traced into event journal (trace to Audit) for the diagnostics purposes.
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Figure 67: Audit menu for setting up the filtration of events records, listing view and system diagnostics records export
3.3.2. Action options after container mounting
   There is mutual settings and options dialogue on the second VDcrypt administration properties tab as depicted in Figure 68. Action options after container mounting are set in this dialogue. The default setting for the „Disk volume mount and authentication action“ group is the „Explore mounted disk volume“ option. By choosing the first menu item, the mounted volume icon appears only in „This computer“ system window. In other case the desired selected option will be executed. If the „Explore mounted disk volume“ item is selected then the main directory window of the mounted disk volume will open. Other alternative actions after container mounting can also be selected. In case that „Explore mounted disk volume“ option was selected, the explorer window type for viewing the main directory of mounted encrypted volume can be chosen in the following settings group.
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Figure 68: Options tab selections common to all users, which are set by the administrator. Action options after container mounting are set here. This is the default setting.
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 Figure 69: Keys management tab selections with the product key displayed. Preceeding the key itself is the key number to ease the orientation in the key list. The product key is intentionally visually discarded to prevent its misuse.

3.3.3. Encrypted container keys management
   There is a dialogue with the keys management options settings on the third property card of the VDcrypt administration menu. These are the settings of how will the main encryption key be generated and obtained and how will be the authentication during the encrypted disks mounting perform. It is depicted in Figure 69. The product key with its number is also depicted on this card tab.

   The „Key generate by own software“ is set as a default setting after installation or by selecting it with the „Default setting“ button. This is the lowest security level for encrypted containers, however it doesn't require any authentication item. During the new container creation the main encryption key is generated using the own embedded software RND generator. With other two options it is required to use the authentication item and the key generated by Central Security Authority (CSA) stored in this item. By selecting  the „CSA key load from keys medium only on creation“ option as depicted in Figure 66, is the main encryption key inserted from the medium only during new container creation. During next container mountings of such container, the authentication by password selected during the container creastion is used instead. By selecting the „CSA key load from keys medium always on authentication“ option the key is required to be loaded and deployed from the medium as when creating a new container and so on for the next subsequent container mountings. Authentication is done in these cases to the authentication item, which is the described medium with the main encryption key. This method is the highest level of security for encrypted containers. In this case the main encryption key is not located in container's MBR in the encrypted form.
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Figure 70: Authentication passwords generator and conditions settings tab – default setting
3.3.4. Settings
   The fourth VDcrypt administration properties tab is a dialogue with conditions settings for container autodetection on currently plugged in USB medium. It also serves for setting up the  new passwords strength and for secure dismounting of just formatted new container. It is depicted in Figure 70. The first selection in the „Conditions“ group serves for disabling the auto-detection of default container during connecting the removable medium /USB drive/ into computer's USB slot. Then you can use one of the options in the „Mount disk volume on removable medium“ context menu, which performs exactly the same as the aforementioned auto-detection of the preselected container or the „Mount disk volume“ option which serves to manually locate the container on the removable medium (USB flash drive) and its subsequent mounting. The second condition is the permission to create new container with strong authentication password only. However, this applies only to the two lower security levels of VDcrypt, where only the authentication password is used when mounting the container. The third and final condition is to securely dismount the newly created container after formatting it. This option is recommended. This is also important for testing the first authentication and mounting of a new container. This has already been explained in one of the previous chapters.
   In the second properties tab group „Authentication passwords generator setting and testing“  are the adjustable settings for new passwords generation during the container creation. To generate a strong and quality password, it is recommended to use the default setting. You can test password generation by pressing the „Generate password“ button.  The length of the password generated during new container creation is set in the „PSW length“ editbox.

3.3.5. Automatic disk mounting properties setting
   The fifth VDcrypt administration properties tab is a dialogue with automatic disk mounting (connecting) properties settings in the operating system booting stage. It is possible to dedicate one specific container as always automatically mounted by this method. Mounted disk volume is then always present as system encrypted virtual disk. It is possible to choose either so called “default protected container”, which is protected against deletion by the ordinary user in the system, or any other container present on the hard disk drive, to be already accessible in the system booting stage. Default protected container is created by the administrator using the function for the container file creation with the default setting as depicted in Figure 71. The container file is then created in the operating system’s system directory, which is inaccessible by the ordinary user. It is then made accessible only to VDcrypt system represented by the kernel module in function as disk driver.

   Figure 72 depicts the properties tab dialogue with automatic disk mounting (connecting) properties settings. The administrator sets the mounted drive’s letter from the free drive letters list in it. The first free drive letter is automatically offered. The path to the container is either found using the “Find” button or by checking the “Default protected container” field. In that case the path to system’s protected container is displayed in the “Automatic disk mounting ready status” field. The automatic mounting is started by clicking the “Start” button. If the proccess was successful the notice in the Figure 73 will be displayed.
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Figure 71: New encrypted disk container creation properties tab dialogue with default option for creating protected system container
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Figure 72: Properties tab settings for automatic disk volume mounting during the OS boot
   Figure 74 depicts the fragment of „This computer“ dialogue with automatically mounted disk, which has not yet been authenticated after the system reboot.
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Figure 73: Notice about successful setting of the automatic disk volume mounting, which is done after the system reboot
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Figure 74: Automatically mounted virtual encrypted disk volume disk drive after the system reboot. It has not been authenticated, so it is inaccessible yet.

   Disk automatically mounted in this way is undismountable by the user, it is only possible to deauthenticate it and thus make it inaccessible. It is possible to make it accessible again with the following authentication process.

 __________________________________

4.  VDcrypt system description from a security point of view
4.1  Principle of protection 
   The protection philosophy of the VDcrypt system is based on cryptography and on building of new disk driver on the lowest level, which communicates with the container file via low level file system. The container file represents virtual encrypted disk. It has its own master boot record, boot sector, sector for disk system partitions and corresponding amount of other sectors for writing and reading of data. The access to disk sectors is carried out via the aforementioned driver with the online encryption/decryption. One main encryption key is being used for one container. Every sector of virtual disk is encrypted by it. Only its initialization vector for encryption changes. The encryption is initialized by the disk sector address.

   The container file system type can be FAT12, FAT16, FAT32 or NTFS. The host disk's (USB removable drive, memory card, hard disk drive) file system type is not relevant. Although for creating container larger than 4  GB it is necessary to reformat the USB drive to NTFS file system. The USB  drive capacity must then correspond at least to desired container's capacity. To make the virtual disk accessible the successful authentication to disk container is imperative. It is carried out by the cryptographic functions. Only after that it is possible to successfully mount the disk container to disk volume. After the authentication process is successful another disk device represented by the disk icon with corresponding letter will be added to the system. The encryption algorithm SEA64-A with S-boxes 4 times 256 bytes and AES256, both with the 256 bit encryption key length. The use of other algorithms is not appropriate from the security point of view.

   A great benefit is network encryption, where the mounted disk container is located on a remote computer in the local network. The computer client then mounts it as its own encrypted virtual disk volume. On the network, the TCP communication between the container and the client disk volume runs encrypted.
4.2  Differences in work under various operating systems
    The VDcrypt system was designed to work under the NT technology systems, such as  Windows NT, Windows 2000 up to Windows 10 with 64-bit processor architecture. These are operating systems intended for higher security standard. VDcrypt is an appropriate addition to these systems securing protection of data on disks. There are minor system differences between individual NT systems, which where created during the development of higher software versions. These differences also manifest themselves while the VDcrypt system's drivers operate under these respective systems.

   Great contribution in higher versions of Windows NT, starting with Windows XP is also, except the user deauthentication and corresponding quiting all mini applications currently running, the ability to switch between user profiles with the possibility to let the applications running.  With using the security settings it is possible to let the VDcrypt system, mainly from the security reasons, function only in one user profile at a time. If more user profiles are  allowed to run concurrently, every user has access only to his disks and doesn't see other users' disks, despite they remain authenticated in active profiles and accesible for applications. The already authenticated disks do not deauthenticate during the user profile switching.  Every user is able to see the virtual encrypted disks current state in entire system in disk info menu. 
4.3.  Security precautions
   It is commonly assumed that the user will dismout the encrypted virtual disk volume from container after finishing work. It also depends on the user, whether in Windows XP the disk is kept mounted when a different user profile is switched. Condition for dismounting a disk volume by user is ensuring, that all applications that actively use this particular disk were terminated! 
  In Windows 2000, where the original user must deauthenticate before switching to another user profile, in case that this particular user forgot to dismount the disk volume, are disks dismounted with concurrent deauthentication. This is done to ensure that the new user won't have access to these disks.

   The system behaves the same in Windows XP when using the security settings as in Windows 2000. It is allowed to switch between the user profiles when the security settings are not used. Only when logging off these profiles are disks automatically dismounted. It depends on the user whether dismout the disks manually or leave it to the system. 

   The oversight of the virtual encrypted disks dismounting security policy and their deauthentication is secured by the so called security module. The recordings of security module interventions are stored in the security audit. The administrator has the option to view or export them to a text file at any time and to archive them as well. During the system shutdown the mounted disks will dismount automatically.

4.4. Warning about the type of dismounting of disk volumes
   Disks dismounting using the context menu items is dependent on Windows status. Sometimes it is not possible to dismout the particular disk using these functions especially if  cache and file buffers were not emptied. It's protection against data loss.

   Sometime, however, the user may not be able to prevent the access of all applications to the particular encrypted disk volume an it as a system device remains opened. The result of such experiment is depicted in Figure 75. Such disk can not be locked in this case. The VDcrypt system uses the disk volume lock-in for secure deauthentication or dismounting of the volume.  The lock-in gives the Windows OS command to empty disk cache and file buffers.

   The problem is,  that disk volume deauthentication and its dismounting runs on the lowest level of the layered disk system, over which the file system works. The VDcrypt system is not able to give command to third party applications, which are currenty actively working with the particular disk,  to empy their buffers and close the disk volume.
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Figure 75: The VDcrypt system warning notice when trying to dismount disk volume, which is still being actively used by an application in Windows XP
   Disk volume that is mounted automatically to a protected container can only be dismounted by the system. The dismounting functions will not detect it. The solution is the vice versa conduct, from top to buttom. Quit the applications working with the disk first and then deauthenticate and dismount disk volume. Some of the resident applications functioning in the backround, e. g. antivirus or antispyware programs can keep such disk volume still opened, which results in preventing its lockup. The only solution is to leave the encrypted disks dismounting to VDcrypt security module, which can dismount and deauthenticate the disks correctly. With the Winlogon LOGOFF status will be the  disks mounted by the particular user correctly deauthenticated and dismounted, because the LOGOFF status foremost secures the wiping of all system cache and system buffers and only after that eventually locks the disk volume and performs deauthentication and dismounting. 

This applies for older operating systems only. The occurrence of such states has been dealt with in Windwos 7 and Windows 10.

                            [image: image76.png]Full path and container name

== VDerypt - dismount container volume X

\DosDevices\CADisk dea

Valume cannot be lacked.

=

Dismourt dive letier
=z <

Careel || [T





Figure 76: The VDcrypt system notice when trying to dismout disk volume, which is used by an application in Windows 10 – the system will deal with it and dismout it securely
   Figure 76 shows situation when the disk volume is still being used and the disk can not be locked before dismounting. Windows 10 can deal with this and dismount the volume which normally takes few seconds, or display the dialogue for so called aggressive disk volume dismounting as shown in Figure 77. By selecting “Yes” the volume will be dismounted and the explorer window with the aggressively dismounted disk volume will close.
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Figure 77: The VDcrypt system notice during an attempt to dismount disk volume which is still being  actively  used 
__________________________________

5.  Conclusion
   The disk protected system for protecting data stored on the disk media was developed with the intend to remove some of the commercial products' default imperfections, primarily concerning the USB flash drives default built-in data encryption, in regard to removable media in particular. VDcrypt offers the choice between two very strong encryption algorithms. It does not use low security algorithms and it fully complies with all strict criteria required by the security standard. As it was already mentioned VDcrypt runs on operating systems ranging from Windows 2000, Windows XP up to Windows 10 with the x64 architecture (64 bit architecture). For securing higher level of protection,  it is recommended to use authentication item and multifactor authentication for keeping the main encryption key. This is the reason why the GNT USB token usage is commonly recommended. In this particular case the necessity for creating the Central Security Authority (CSA) for generating the encryption keys arises. The CSA then issues GNT tokens with encryption keys for individual clients.

